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Outcomes: 

• Highlight the potential risks young 
people may face online 

• Describe the technologies and 
functions 

• Outline the specific risks associated 
with different types of new 
technologies  

 



Our online life Vs real life? 



Online Safety: The increasing risk 
• Breck Bednar was murdered by 19-year-old Lewis 

Daynes who he met online. 
• Described by police as "a cruel, manipulative person," 

Daynes had spent months building up online 
relationships with "vulnerable teenage boys". 

• Breck was described as a "dedicated,kind, intelligent" 
and "extremely gifted“ student. 

• Breck had started communicating with Daynes 
through a gaming website 

• Together, the boys would spend time playing games 
and chatting over TeamSpeak, a piece of software 
which acts like a telephone conference call. 

• Brecks behaviour suddenly changed, as a result his 
mum raised her concerns by contacting Surrey Police 

• A few weeks later, her son got into a taxi, paid for by 
Daynes, and made his way to a flat in Grays. 

• He was never seen alive again 



• In groups; 

 

• Fill out the table outlining the various 
smartphone/tablet applications 

 



Answers 
Youtube 

Pinterest 

WhatsApp 

Skype 

Facebook 

Snapchat 

Spotify 

Facebook 

Messenger 

Blackberry 

Messenger 

(BBM) 

Vine 

Instagram 

Facetime 

Kik 

oovoo 

Twitter 

Tumblr 

Google+ 

Retrica 

Snapspy 

Club 

Penguin 

Moshi 

Monsters 

Angry Bird 

Friends 

Tinder 

Happn 

Grindr 



Facts & Stats 
 

 

• Hours spent online 

• 5-7’s – 6.5 hours a week 

• 8-11’s – 9.2 hours 

• 12 – 15’s – 17 hours 

 

• Social networking 

• 8-11’s – 18%  

• 12-15’s – 67% 

 

 

 

 

• Mobile phones 

• Voicecalls- 8-11’s average 
10 calls per week. 12-15’s 
average 21 calls per week 

• Texting 

• 8-11’s – 54 messages per 
week (ave.). 

• 12-15’s – 255 messages 
per week (ave.) 

Highlights from the Ofcom 2013 Report study: 



Facts & Stats 
Highlights from the Ofcom 2013 Report study: 

 

 

 

• Smartphone ownership 

• 5-7’s – 3% 

• 8-11’s – 18% 

• 12-15’s – 62% 

 

• Home Internet use 

• 5-7’s – 88% 

• 8-11’s – 91% 

• 12-15’s – 94% 

 

 

 

 

• Gaming devices 

• 5-7’s – 78% 

• 8-11’s – 91% 

• 12-15’s – 89% 

 

    
  (Ofcom 2013) 



What are the main risks to our 
students of being online? 



Main Risks of being online: 

• Unwanted contact/grooming 

•  Cyberbullying 

•  Harmful content/illegal materials 

•  Privacy/digital footprints 



Unwanted contact/grooming 

Grooming: 

• A process by which a person prepares a child, 
significant others and the environment for the 
abuse of this child 

• Specific goals include gaining access to the child, 
gaining the child’s compliance and maintaining 
the child’s secrecy to avoid disclosure 

 



Unwanted contact/grooming 

• Bribery and gifts 

• Flattery 

• Sexualised games 

• Threats 

• Blackmail 

• Desensitisation – pornography, child abuse 
images, video and web cams may be used  
 



Cyberbullying 

How: 

•Mobiles 

•Social networking 
sites 

•Gaming 

 

•Forums 

•Email  

•Sexting  

 

 

Cyberbullying: 

‘The use of digital technology (text messaging, email, social 
networking sites etc) to bully, harass or abuse someone.’  

(DfE 2009) 



 Harmful content/illegal materials 
  

•Exposure to material this is not age appropriate 

•Intentional and non-intentional 

•Access to illegal material  

•Viewing Self-taken images/videos 



Privacy/Digital Footprints 

•The information we put online leaves ‘footprints’ 

• Young people can easily identified or traced 

• Once information is online it is hard to remove – it can be      
 copied, cached etc and may be around forever 

• Information about individuals is not just stored on their 
 profiles – friends, family contacts.... 



Social Media Today 



What are the risks involved with these 
new technologies? 

Social networking/Media 

Instant Messaging/private chat 

Webcam Chat 
Mobile technology 

Online Gaming 



Social Media/Networking 

• Social networking accounts for 1 of every 6 
minutes spent online. 

• Facebook reaches 157.2 million visitors and 73% 
of the total U.S. Internet population each month  

• Facebook has increased average U.S. visitor 
engagement from 4.6 hours to 6.3 hours per 
month over the past year 

• 34% of 8-12’s have a profile on a social 
networking site 
 
 



Instant messaging & private chat 

• Instant messaging allows real time communication.   
• BBM or Blackberry Messenger is very popular with young people  
• Allows people to exchange messages, images, text and music to one 

or many people at the same time.  
• Instant messenger is often used by child sex offenders to facilitate 

the grooming process. 
• 27% of children talk about more private things online than face to 

face   
• The average social network user aged 8-11 does not know 12% of 

their ‘friends’ in the real world. This increases to 25% in the 12-15 
age bracket. 



Webcam chat 

• Webcam chat allows people to communicate 
through a camera.  

• Webcam chat is increasingly common and is built 
into some social networking sites like Facebook 

• When using web cams its crucial young people 
know who they are talking to.   

• Feeds can be recorded, shared and faked 



Mobile Technology 

• 62% of 12-15s own a smartphone 

• 88% of 16-24s own a smartphone 

• Just 3% of their communications time is spent 
making voice calls, 94% is text based - such as 
instant messaging and social networking 

• 28% of teens confessed to sending an 
inappropriate picture to someone via their 
smartphone 



Online Gaming 

• The top 10 Asian game operators earner over $2bn last year 

• Some of the top 10 Web games include: 

• World of War Craft 

• Runescape 

• Everquest 

• Swordsman Online 

• Mini Clip  

• Many games consoles can connect to the internet (e.g Xbox live) 

• 49 % of boys aged 9 – 12 and 66 % of boys aged 13 – 16 play games      
with others online 



What would you do? 

Discuss each scenario and suggest 
what you would do? 



Your child comes to you and says that he/she is 
being bullied online. He/she has been using a an 

instant messaging app and has received 
threatening and abusive comments from peers at 

school.  



You search your child’s names online 
and realise that many have open 

profiles or open photo albums on a 
social networking sites (your child is 
still underage). They have also lied 

about their age. 



You come across your child’s 
phone that has a number of 
sexually explicit images on it. 



You find out that your child is 
playing video games on their 
Xbox with people they do not 
know. You look through the 

messaging history and notice 
that they have talked about 

potentially meeting up 



You overheard your children 
discussing a new app lots of them are 

using. 

You’ve never heard of this app but 
the way they’re talking about it 

causes alarm bells to ring. 



Parents today 

• Over half (56%)of 12 – 15s say they mostly 
use the internet alone  

• 41% of parents of this age group say that their 
child has internet access in their bedroom  

• Two in five (41 per cent) of adults think content 
on the internet is regulated, an increase of four 
percentage points since 2009. 

• 48% of parents think their child knows more 
about the internet then they do  



What can you do 
• Continually discuss the role of e-safety during conversations your 

children 
• Listen out for any mention from your children where you feel they 

could be in danger 
• Listen out for your children talking/mentioning new applications or 

technologies 
• Encourage your children to come to you to report inappropriate use of 

mobile phones, email or Internet by either bullies or adults. 
• Keep computers in a public space in the house 
• Get your children to charge smartphones and tablets in a public room 

overnight 
• Possibly switch off the Wi-Fi at a set time 


